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However, cyber-attacks have been diversifying; for example, ransomware and cyber-attacks targeting Internet of Things (IoT) devices and control systems, and cyber-attacks aimed at exploiting confidential information and obstructing organizational activities are increasing and becoming more sophisticated. Therefore, computer security technologies that can cope with various cyberattacks have become the need of the hour.
This special issue focuses on papers dealing with computer security techniques that can cope with sophisticated cyber-attacks in terms of basic theories, protocols, architectures, software systems, applications, implementations, operation and management, as well as social-scientific analyses. This issue aims to contribute to the creation of a secure computer system environment in the future.
Out of 33 submissions, 12 excellent papers (including 9 papers written in Japanese and 3 papers in English) were accepted, excluding two withdrawals. This special issue includes an invited paper from Dr. Daisuke Inoue and Dr. Takahiro Kasama (National Institute of Information and Communications Technology). This paper talks about the current situation of compromised IoT devices based on the analysis results of combined large-scale darknet monitoring and active scanning. I sincerely hope that the publication of this invited paper in this special issue will make a distinct contribution to the research of cyber-security in the future.
Finally, I would like to express our deep appreciation for all the editors, reviewers, the authors of the invited paper and the secretaries of IPSJ for their dedication in selecting excellent papers during the review process, and their contribution towards the publication of this special issue. I would also like to make a special mention of our editorial secretaries, Dr. Takehisa Kato (Toshiba) and Prof. Toshihiro Ohigashi (Tokai University). This special issue would not have been possible without their devoted work. 
